@ PUBLIC BANK VIETNAM

~ DPIEU KHOAN VA DIEU KIEN PANG KY VA
SU DUNG PHUONG THUC XAC THUC SMART OTP

Diéu khoan va Diéu kién ding ky va sir dung phuong thirc xac thuc Smart OTP cua Public
Bank Vietnam (goi tit 1 “Quy dinh nay”) quy dinh vé quyén va nghia vu ciia Ngan hang
TNHH MTYV Public Viét Nam (PBVN) va Khach hang trong qué trinh Khach hang st dung
phuong thirc x4c thuc Smart OTP ma PBVN cung cip khi sir dung san pham dich vu cua
PBVN. Khach hang duoc xem 1a dd chip nhan va dong ¥ véi tat ca cac ndi dung trong Quy
dinh nay khi ky tén trén “Don ding ky kiém Hop dong mé va sir dung dich vu e-Banking ciia
PBVN” va “Don ding ky kiém hop dong mé va sir dung tai khoan” hodc xac nhan dong y
qua hinh thic dién tir. Quy dinh nay c6 gia tri phap 1y rang budc gilta cac bén va 1a mot bo
phan khéng tach roi ciia “Pon dang ky kiém Hop dong mo va str dung dich vu e-Banking cta
PBVN” va “Pon ding ky kiém Hop dong mé va sir dung tai khoan” va “Biéu khoan va Piéu
kién stir dung dich vu Ngan hang dién tor cuia PBVN” gitta PBVN va Khach hang.

PIEU 1. GIAI THICH TU NGU'

PBVN: La Ngan hang Trach nhiém hitu han mot thanh vién Public Viét Nam.

Dich vu ngin hang dién tir (e-Banking): La dich vu Ngan hang truc tuyén va dich vu Ngan
hang di dong ctia PBVN cho phép Khach hang thuc hién giao dich truc tuyén dwoc phép
bang cach truy cip website cia PBVN hoic sir dung cac chuong trinh tng dung do PBVN
cung cip hodc sir dung chuong trinh tng dung ctia d6i tac c6 két ndi véi hé thdng cua PBVN,
xéc 1ap va thuc hién cac giao dich thoa thuan voi PBVN (cac chuong trinh/hé thdng nay goi
chung la phuong tién dién tur).

Dich vu ngin hang truc tuyén (Internet Banking): La cic dich vu ngan hang va dich vu
thanh toan dwoc PBVN cung cép thong qua mang Internet.

Dich vu ngan hang di dong (Mobile Banking): La dich vu ngin hang truc tuyén duoc
PBVN cung cap théng qua tmg dung trén thiét bj di dong co tén 1a PB engage VN c6 san dé
tai vé trén kho tmg dung truc truyén Apple App Store hoic Google Play Store.

Ung dung PB engage VN: La tng dung do PBVN cung cip trén kho ung dung truc tuyén
Google Play Store (d6i v6i thiét bi sir dung hé diéu hanh Android) va Apple App Store (d6i
voi thiét bi st dung h¢ diéu hanh I0S) hodc kho ung dung truc tuyén nao khac ma PBVN sé&
quyét dinh va thong béo trong timg thoi ky.

Phwong thire xac thwe: La cach thirc dugc PBVN sir dung dé xac thue Khach hang khi thuc
hién giao dich trén cac kénh ngan hang dién tr va cac kénh khac theo quy dinh cia PBVN,
bao gém: SMS OTP, Hard Token, PBVN Smart OTP.

Mat khiau mét 1dn (OTP — One time password): La mat khiu co gia tri st dung mot 1an va
c6 hi¢u luc trong mot khodng thoi gian nhét dinh.

Phuong thire xac thue PBVN Smart OTP (goi tit 1a “Smart OTP”): La phuong thic xéc
thuc trong d6 ma OTP duogc sinh ra boi tng dung Smart OTP hodc img dung Ngéan hang di
dong PB engage VN (sau ddy goi 1a “PB engage VN”) duoc cai dit trén thiét bi di dong cua
Khach hang (dién thoai thong minh hodc may tinh bang, v.v...).
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PIEU 2. PIEU KIEN SU DUNG SMART OTP
2.1 Piéu kién sir dung chung:

e Khach hang can c6 tai khoan thanh toan tai PBVN va sir dung dich vu e-Banking ciia
PBVN.

e Khach hang can hoan tat cac yéu cau dang ky, chip nhan tat ca diéu khoan diéu kién
sir dung dich vu ngan hang dién tir cia PBVN trong d6 yéu cau thyc hién cac phuong
thirc x4c thuc va Piéu khoan va Piéu kién sir dung Smart OTP ciia PBVN duoc quy
dinh tai ting thoi ky.

2.2 Diéu kién sir dung riéng:

e C6 thiét bi di dong (di¢n thoai thong minh hoac may tinh bang, v.v...) sit dung h¢
diéu hanh theo quy dinh cia PBVN trong ting thoi ky.

*Lawru y: Smart OTP khong hd trg cac thiét bi di dong da can thi€p ¢ mic do hé diéu
hanh (jail break, unlock, rooted v.v...)

e Hoan tit tai, cai dat va kich hoat ung dung PBVN Smart OTP hodc/va iing dung PB

engage VN vé thiét bi di dong ctia Khach hang.

PIEU 3. PHAM VI DICH VU VA HAN MUC GIAO DICH AP DUNG

Tuy theo quy dinh cta phap luat va chinh sach cia PBVN trong tung thoi ky, PBVN quy
dinh pham vi 4p dung chi tiét cia Smart OTP twong tng voi ting loai dich vu PBVN dang
cung cip cho Khach hang va han mirc giao dich ap dung dbi v6i Smart OTP. Pham vi ap
dung va han muc giao dich s& duoc PBVN thong bao dén Khach hang thong qua mot trong
cac kénh sau day: Website chinh thirc cuia PBVN; thong bao tai cic diém giao dich cta
PBVN; tng dung PBVN Smart OTP/ing dung PB engage VN; gui dén email hodc dién thoai
di dong hodc dia chi buu dién do Khach hang da dang ky véi PBVN.

PIEU 4. QUYEN VA NGHIA VU CUA KHACH HANG
4.1 Quyén cua Khach hang:

e Yéu ciu PBVN cap nhat cac thong tin dang ky st dung, yéu cAu cép lai mat khéu,
khoa, mo khoa/kich hoat lai Smart OTP theo thu tuc dang ky cap nhat ma PBVN quy
dinh. PBVN s& thuc hién yéu cau ciia Khach hang sau khi tién hanh kiém tra va chap
nhan yéu ciu nay.

e Cb quyén dang ky thay ddi phuong thirc xac thuc, han muc giao dich ctia Smart OTP
trong gidi han cho phép tuong ing vai goi dich vu.

e (o quyén khiéu nai véi PBVN vé céc sai sot, vi pham (néu c6) phat sinh trong qué
trinh st dung Smart OTP theo quy dinh cua phap luat. Viéc khiéu nai s& duogc thuc
hién theo quy dinh cuta tirng dich vu Ngan hang ma Khach hang st dung.

e Khach hang c¢6 quyén yéu cau chim dut str dung Smart OTP.

4.2 Nghia vu cua Khach hang:

e Khdach hang chiu trach nhiém dam bdo qua trinh dang ky, thao tic sir dung Smart OTP

chinh x4c va day du tuan theo Huéng dan st dung ciia PBVN.
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e Khach hang chiu trach nhi¢ém an toan va bao mat céac thiét bi cai dat Smart OTP, thuc
hién cac bién phap phong tranh va ngén chan viéc st dung hoac truy cap trai phép céc
thiét bj do.

e Chju trach nhiém vé tat ca cac giao dich tai chinh da duoc thuc hién thanh cong bfing
tén dang nhap, mat khau, va xéac thuc qua Smart OTP ma PBVN da cép cho Khach
hang. Khach hang phai chiu trach nhiém vé tht ca cac l1énh va giao dich dugc thuc
hién sau khi dugc xac thuc qua Smart OTP ma Khach hang di dang ky, khong xét dén
viée thuc hién d6 c6 thé do mot bén thir ba thyc hién.

e Khach hang c¢6 nghia vu bdo mat/chiu trach nhi¢m luu gitr thong tin cua Smart OTP
va/ hodc cac thong tin khac lién quan ciia Khach hang hoic do PBVN cung cap. Moi
giao dich duoc xac thuc thong qua Smart OTP ma PBVN cung cap cho Khach hang
duoc hiéu la giao dich dugc thuc hién theo y chi cia Khach hang. Khach hang chiu
trach nhiém khi tén truy cap, mat khau, thong tin xac thuc bi 19, bi danh cip, bi loi
dung do nguyén nhan xuét phat tir phia Khach hang.

e Ung dung PBVN Smart OTP va PB engage VN do PBVN cung cép trén kho tng
dung truc tuyén Play Store (d6i voi thiét bi sir dung hé diéu hanh Android) va App
Store (d6i voi thiét bi str dung hé diéu hanh i0S) hodc kho g dung truc tuyén nao
khac ma PBVN s& quyét dinh va thong bao trong timg thoi ky méi co gia tri phap 1y
va rang budc cac bén lién quan.

e Khach hang déng y dé PBVN ty dong ghi ng bat ky tai khoan thanh toan nao cia
Khach hang dé thu cac khoan phi, cic nghia vu tai chinh phat sinh phai tra cho PBVN
khi Khéach hang str dung Smart OTP.

e Truong hop phét hién cac giao dich bit thuong, nghi ngd mat khau cta minh bj
16/danh cip hodc mat, that lac thiét bi cai dat Smart OTP, bi lira dao hodc nghi ngo bi
lira do, bi tin tic tn cong hodc nghi ngd bi tin tic tan cong, hodc co nhu cau ngimg
stt dung Smart OTP, Khach hang c6 trach nhiém thong bio cho PBVN bang mot
trong cac hinh thtic sau theo quy dinh ctia PBVN trong timg thoi ky, bao gdm: lién hé
diém giao dich hop phap cua PBVN, goi dién cho Trung tdm hd tro khach hang cta
PBVN.

e Thuc hién cac nghia vu khac theo Quy dinh nay, thoa thuin gitta cac bén va quy dinh
cua phap luat.

PIEU 5. QUYEN VA NGHIA VU CUA PBVN
5.1 Quyén ciia PBVN:

e Khong chiu trach nhiém véi bat ky thiét hai nao xay ra do 15i Khach hang dé 16 tén
truy cap, mat khau, thong tin xac thuc vi bat ky 1y do gi, hodc Khach hang sir dung
phan mém, tai liéu hay tudn theo cac chi din khong do PBVN cung cip, hoic thiét bi
ctia khach hang bi nguoi khac sir dung ma duge su dong ¥ hoic khong duge sy dong
y cua khach hang.

e PBVN c6 quyén chu dong ngimg cung cap Smart OTP cho Khach hang khi:

o Vi ly do nam ngoai tam kiém soét, phong ngira va du kién ciia PBVN, PBVN
khong con kha ning cung cip Smart OTP hay Khach hang khong con thudc ddi
tuong sir dung Smart OTP theo ndi dung trong Quy dinh nay va céc quy dinh lién
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quan khac cuia PBVN, hay dai dién ty quyén cua Khach hang khong dugc PBVN
chép thuan.

o Vi ly do thay dbi chinh sach phap luit ctia nha nuéc dan dén viéc PBVN khong
thé tiép tuc cung cap cho Khach hang,

o Cac truong hop khac theo quy dinh cia PBVN trong tung thoi ky.

o Trong trudng hop PBVN ngimg cung cép dich vu Smart OTP, PBVN s& thong
béo cho Khéach hang bang céc hinh thirc quy dinh bsi PBVN trong tirng thoi ky.

5.2 Nghia vu cua PBVN:

e Tuan thu cc quy dinh phap luit hién hanh vé an toan bao mat trong giao dich ngan
hang dién tu.

e Cung cdp Smart OTP trong pham vi khach hang ding ky str dung va thoa thuan voi
PBVN.

e Bado mat thong tin cua khach hang theo quy dinh ctia phap luat. PBVN chi cung cap
cac thong tin lién quan dén Khach hang, thong tin vé giao dich ctia Khach hang cho
bén thir ba dwoc phép hoic duge Khach hang dong y hodc theo yéu cau cua cac co
quan Nha nuéc c6 thim quyén, theo quy dinh cta phap luat.

e Khoba quyén truy cdp e-Banking ciia Khach hang khi nhan duoc thong bao ciia Khach
hang vé viéc thiét bi cai dit Smart OTP bj that lac va/ hodc 16 thong tin ding nhap
Smart OTP cua Khach hang.

e Giai quyét cac khiéu nai cua Khach hang lién quan dén viéc str dung Smart OTP cua
PBVN.

PIEU 6. XU LY SU CO TRONG QUA TRINH SU DUNG SMART OTP
Khach hang can goi dién ngay cho s dién thoai hd trg khach hang cia PBVN (18001198);
hodc dén cac diém giao dich cia PBVN dé duoc hudng dan xt 1y néu:

e Khach hang khong thé truy cap vao tng dung PBVN Smart OTP/tng dung PB engage
VN hay nghi ngd tén truy cap, mat khau, théng tin xac thuc bi 16 hay quén mat khau,
tén truy cap; hodc

e Khach hang phat hién bat ky mot van dé nao hay cac su ¢d vé mit nghiép vu hodc k¥
thuat lién quan dén sy an toan trong hoat dong ciia ing dung PBVN Smart OTP/img
dung PB engage VN.

PIEU 7. CAC TRUONG HQP MIEN TRACH NHIEM
PBVN khong chiu trach nhi¢m dbi vai nhitng thiét hai, mat mat cia Khach hang phat sinh
tu/do:
e Khach hang dé 16/tiét 16 thong tin xac thuc va/hodc cac thong tin khac lién quan dén
giao dich cho nguoi khéc; hoac
e Su ngit quang, tri hodn, tinh trang khong sin sang sir dung hodc bat ky sy ¢b nao xay
ra trong qué trinh kiém tra thong tin va lay ma xac thuc trén cac phuong thire xac thuc
ma Khach hang dang ky do cic nguyén nhan nim ngoai kha ning kiém soat hop 1y
ctia PBVN bao gdm: tinh trang gian doan cuia h¢ thong cia PBVN (do can duoc nang
cép, sita chita nhim phuc vu Khach hang tot hon), sy ¢6 duong truyén cta nha cung
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cép dich vu Internet, su ¢ duong truyén ciia cac mang vién thong, su c¢d dién, céc su
kién bat kha khang nhu dich bénh, tham hoa, chién tranh, khung bd, thién tai, 1i lut,
hoa hoan, sét danh va/ hodc céc su kién bat kha khang khac xay ra; hodc

e Sucb co lién quan dén thiét bi ciia khach hang (bao gém su c¢b hé diéu hanh); hoic

e Viéc PBVN thuc hién theo cac quyét dinh ctia co quan nha nuée c¢6 thim quyén.

PIEU 8. THOI HAN HIEU LUC VA CAC TRUONG HQP CHAM DUT HQP PONG

8.1 Quy dinh nay va cac ndi dung sira d6i/bd sung (néu c6) c6 hiéu luc rang budc nhu mot
hop dong gitta Khach hang va PBVN ké tir thoi diém PBVN cong bd ndi dung trén
website (hodc phwong thirc phtt hop khac) duoc Khach hang chap thuan thong qua viéc:

e Khach hang dang ky st dung Smart OTP; hoac

e Khach hang lam theo chi din cam két tuan thu trén Man hinh dang ky Smart OTP;
hoiac

e Khach hang trudc d6 da ding ky va tiép tuc sir dung Smart OTP sau khi PBVN ding
tai Quy dinh nay va cic ndi dung sira d6i/bd sung (néu cb) trén website chinh thirc ctia
PBVN va/hodc giri dén dia chi email/sé dién thoai di dong da dang ky ctia Khach
hang va/hodc niém yét tai cac diém giao dich ciia PBVN.

8.2 Khach hang c6 quyén don phuong chdm dut sir dung phuong thirc xac thuc Smart OTP
néu Khach hang khong dong y voi nhitng ndi dung sira ddi trong Quy dinh nay. Truong
hop Khéach hang tiép tuc sir dung phuong thirc xac thuc Smart OTP cho cac giao dich e-
Banking (bao gdm Internet Banking va Mobile Banking), tirc 1a Khach hang d4 chip nhan
cac ndi dung sira d6i ciia PBVN.

8.3 Khach hang c6 thé yéu cau cham dut viéc st dung phuong thirc xac thyc Smart OTP vao
bat ki Iic nao trén co so thong bao bang mot trong cac hinh thirc theo quy dinh cua
PBVN trong ting thoi ky.

PIEU 9. GIAI QUYET TRANH CHAP TRONG QUA TRINH SU DUNG SMART
oTP

Moi tranh chap phat sinh tir hodc lién quan dén Quy dinh nay duoc giai quyét trén co sé
thuong lugng/hoa gidi gitra cac bén. Trong truong hop thuong lugng va hoa giai khong
thanh, tranh chap do6 s& duoc giai quyét tai Toa an c6 tham quyén tai Viét Nam.

PIEU 10. THAY POI NQI DUNG CUA PIEU KHOAN PIEU KIEN
10.1 PBVN c6 quyén thay dbi cic ndi dung cua Quy dinh nay bang cach guri théng bao cho
Khach hang. Khach hang dugc xem 1a dd nhan duoc thong bao néu:

e (Céac thong bao nay da dugc dang tai trén website chinh thic cia PBVN tai dia chi:
http://www.publicbank.com.vn; hoac

e Duoc thong bao tai cac diém giao dich cia PBVN; hoac
¢ Duoc thong bao qua tmg dung PBVN Smart OTP/iing dung PB engage VN; hodc

e Duoc gui dén email hodc dién thoai di dong hodc dia chi buu dién do Khach hang da
dang ky voi PBVN.
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10.2 PBVN c6 trach nhiém thong bao t6i Khach hang it nhit 03 ngay lam viéc trude thoi
diém céc thay doi ctia Quy dinh nay c6 hiéu luc, trir truong hop phai thue hién ngay cac
thay d6i d6 theo quy dinh phap luat va/hoic theo yéu cau ctia co quan nha nude co thim
quyén. Néu Khéach hang tiép tuc sir dung Dich vu sau ngay cac thay dbi cia Quy dinh
nay c6 hiéu lyc thi dugc hiéu 1a Khach hang chap nhan cac thay d6i ¢6 va PBVN khong
can phai c6 thém bat ky chap thuan nao ciia Khach hang.

PIEU 11. CAC PIEU KHOAN KHAC

11.1 Trong trudng hop bat ky diéu khoan nao hay mot phan cta diéu khoan nao bi vo hiéu
bai phap luat ciing s& khong anh hudng dén hiéu luc cua cac diéu khoan khac ctua Quy
dinh nay.

11.2 Trong trudng hop ban Tiéng Anh va Tiéng Viét ctia Quy dinh nay va ung dung PBVN
Smart OTP dugc hiéu khac nhau thi ban tiéng Viét c6 gid tri ap dung.

11.3 Cac van dé khong dugc quy dinh trong Quy dinh nay s& duoc thyc hién theo quy dinh
lién quan khac ctia PBVN, cua phap luat va thoa thuan gitra cac bén.
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